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Adolescent Confidentiality and Privacy Under
the Health Insurance Portability and
Accountability Act

by Rebecca Gudeman
Introduction

dolescents are more

likely than adults to

have their state-pro-
tected right to medical confi-
dentiality violated by providers
or insurers. New federal priva-
cy rules obligate providers and
insurers to better safeguard the
confidentiality of information
protected under state law. This
article analyzes whether the
new federal rules will help
reduce violations of adolescent
confidentiality.

While parents generally have a
right to medical information
about their children, many
states have granted teens the
right to medical confidentiality
in specific situations. This right
requires a provider to obtain
the adolescents’ consent before
releasing information to par-
ents. Such confidentiality
statutes help to ensure that ado-
lescents are willing to seek the
care they need.

However, despite statutory pro-
tection, parents sometimes get
access to confidential health

information, without the ado-
consent, through
billing, phone calls to the home,

lescents’

records and other administra-
tive channels. Adolescents are
uniquely vulnerable to such
breaches because of their status
as dependent minors. Unfortu-
nately, these confidentiality
breaches undermine the effec-
tiveness of the privacy protec-
tions.

In late 2002, the U.S. Depart-
ment of Health and Human
Services (HHS) published new
personal health privacy regula-
tions under the Health Insur-
ance Portability and
Accountability Act of 1996
(HIPAAL). The regulations
were designed in part to make
providers, insurers, and others
more accountable for their
handling of confidential infor-

1pub. L. No. 104-191, 110 Stat. 1936 (1996).
For an overview of HIPAAs health privacy
regulations, see Summary of HIPAA Privacy
Rule, Health Privacy Project, Georgetown
University (2002), http://www.healthpriva-
cy.org/usr_doc/RegSummary2002.pdf; Joy
Pritts, Implementing the Federal Health Priva-
¢y Rule in California: A Guide for Health Care
Providers, California HealthCare Foundation
(2002),  http://www.chcf.org/topics/view.
cfm?itemID=19670; see also Catherine
Weiss, Protecting Minors' Health Information
Under The Federal Medical Privacy Regula-
tions, ACLU Reproductive Freedom Project
(2003),  http://www.aclu.org/Reproductive
Rights/ReproductiveRights.cfm?ID=12118
&e=222.

mation.  However, do the
HIPAA regulations address the
specific confidentiality viola-
tions to which teens are most
vulnerable?

This article begins with a brief
overview of state adolescent
confidentiality rights. It then
introduces the HIPAA regula-
tions. The next section pres-
ents examples of the most
typical violations of adolescent
confidentiality and assesses
how well the HIPAA regula-
tions address such breaches.
The article continues with a
brief review of other relevant
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HIPAA regulations, including
enforcement provisions. It
concludes with some recom-
mendations on how advocates
can use HIPAA to foster a bet-
ter understanding
providers and insurers of ado-
lescent confidentiality issues.

among

Confidentiality Rules in
Adolescent Health Care

Because adolescents are not yet
adults, parents have the right to
make most decisions on their
behalf. This includes the right
to receive information about
most adolescent health care.

However, states have carved out
exceptions to this general rule.
First, states established consent
exceptions. ‘Today, the great
majority of states allow minors

to give their own consent for
(continued on p.2)
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the treatment of sexually trans-
mitted diseases (STD), as well
as alcohol and drug abuse serv-
ices. The majority of states also
permit adolescents to provide
their own consent for prenatal
care and contraception. In
many states, minors can give
their own consent to five or
more distinct services. In addi-
tion, in many states, minors
who have reached certain stages
in life, such as marriage or par-
enthood, can give consent for

states grant providers the dis-
cretion to decide when to noti-
ty parents about a minor’s
services, but parents have no
absolute right to the informa-
tion. When minors have a right
to confidentiality under state
law, providers generally cannot
release protected information
without the minors consent.
The adolescent may choose to
involve parents in his or her
care, but providers may not
make that choice for them.

Creating confidentiality laws
that give adolescents control
over parental access has one
primary purpose - to encour-
age adolescents to seek vital
medical help in circumstances
where they might not otherwise

Creating confidentiality laws that give adolescents

control over parental access has one primary purpose —

to encourage adolescents to seek vital medical help in

circumstances where they might not otherwise do so.

their own care.?

States also have carved out con-
fidentiality exceptions that
limit parents’ rights to access
medical information. Confi-
exceptions  vary
across states. A handful of
states grant minors a right to
confidentiality in almost every
service to which the minor can
Others states
grant minors a right to confi-
dentiality in certain minor con-
sent-granted services but not
others.  Alternatively, some

dentiality

give consent.

2See Heather Boonstra & Elizabeth Nash,
Minors and the Right to Consent to Health Care,
Guttmacher Report on Public Policy, Aug.
2000, at 4, 6-7.

do so. Studies show that for
certain conditions, such as drug
abuse, mental health problems,
and pregnancy, many minors
will not seek care if their par-
ents may find out.

Unfortunately, a state-protected
right to confidentiality has not
always translated to real-world
confidentiality. ~ Experience
demonstrates that information
protected in the providers
examining room nevertheless
may be disclosed to parents
through administrative chan-
nels. Many factors, including
the fact that many state confi-
dentiality laws do not specifical-

ly address administrative
responsibilities, lead to these
disclosures. Unfortunately, for
some teens, the increased risk of
exposure created by this loop-
hole eviscerates the value of

adolescent confidentiality laws.
HIPAA’s Privacy Rules

HIPAAs privacy rules were
designed to address consumer
concerns about how well-
guarded “protected medical
information” really is. Three
kinds of organizations must
comply with HIPAAs privacy
regulations: health care clear-
inghouses, most health care
providers3, and health insur-
ance plans (including Medicaid
and SCHIP# programs).”

The rules establish minimum
privacy standards.® In general,
the regulations do four things:

1. They limit how and when an
entity may use health infor-
mation without individual
consent;

2. They give individuals more
control over how their per-
sonal information is used;

3. They establish
administrative procedures

certain

that organizations must
implement to assure infor-
mation is protected;

4. They establish an avenue of
recourse when privacy is
compromised.

3Standards for Privacy of Individually Identi-
fiable Health Information, 45 C.FR. §§
160.102(a), 164.104 (2002) (regulations
apply to any “health care provider who trans-
mits any health information in electronic
form in connection with a transaction cov-
ered by” HIPAA).

4The State Children’s Health Insurance Pro-
gram, 42 U.S.C. § 1397aa et seq.

SHd.
0See 45 C.ER.§160.203.

July - September 2003

In so doing, the regulations
address issues of unauthorized
administrative disclosures by
providers and insurers. But do
the HIPAA regulations protect
against the specific breaches
teens most often face?

Applying HIPAA to
Adolescent
Confidentiality
Breaches

Legally protected information
gets revealed in many ways.
However, the leaks that most
often plague teens generally fall
into one of a few categories.
This section will review five of
these. After describing the par-
ticular type of disclosure, each
subsection then will review the
applicable HIPAA regulations
to assess whether HIPAA pro-
vides any protection.

1. Provider and Insurer
Confusion over What
Information is Protected

In California, minors age 12 or
older who have been raped have
a right to give their consent to
care and keep their treatment
confidential ~ from  parents.
Minors who have been sexually
assaulted also have a right to give
their consent to care, but
providers must attempt to notify
their parents of any treatment
provided.” Providers dealing
with both rape and sexual assault
victims often become confused as
to whose information must be
protected and whose parents
must be notified.

7Cal. Fam. Code §§ 6927, 6928 (consent and
confidentiality laws); Cal. Civ. Code §$
56.10-.11 (additional confidentiality provi-
sions).
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While a few states give minors

the right to confidentiality in
almost every medical service to
which they can give consent,
most states do not. With up to
ten different minor consent
rules in each state, and poten-
tially different confidentiality
laws for each, providers must
understand a complicated web
of rules. In addition, in every
state, there are circumstances in
which providers must breach
confidentiality - for example,
to report suspected child
abuse. This complexity means
providers and insurers some-
times mistakenly allow access
to what should be confidential
information.

Does HIPAA address this prob-
lem? It does not. The HIPAA
regulations establish that when
an individual provides consent
for personal care, that individ-
ual generally has a right to con-
trol access to the medical

information.8 However, the

8See 45 C.ER. § 160.203 (federal preemp-
tion), § 164.501 (defining protected health
information), § 164.508(a)(requiring author-
ization for release), § 164.502 (establishing
general disclosure rules).

regulations specifically exempt
minors from this national stan-
dard when it comes to control-
ling parental access.” The
regulations make clear that state
law, not federal law, determines
parental access to confidential
adolescent medical informa-
tion. Thus, HIPAA does not
simplify or create new confi-
dentiality standards.

2. Failure to Segregate and
Safeguard Records

Marcelas mother asks the recep-
tionist at Marcela’s doctor’s office
for a copy of her daughter’s med-
ical records to send to her summer
camp. The receptionist copies the
whole file without looking at its
contents.  Later, while glancing
over the paperwork, Marcela’s
mom notices that at Marcela’s last
physical, Marcela asked the doc-
tor about contraception. The
doctor had written “minor con-
sent — confidential” next to this
part of the record, but the recep-
tionist had not blacked it out in
the mother’s copy.

9§ 164.502(g) (3) ii).
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Often, parents and minors each
have rights to control access to
different parts of the minors
medical records. When parents
have a right to obtain some, but
not all information, the infor-
mation must be carefully
recorded and separated in
provider files.
health providers have systems

Some teen

to separate information. For
example, they record confi-
dential adolescent information
on different colored paper, or
they flag protected informa-
tion with a sticker, and office
staff is trained to look for these
markers.  However, most
providers do not have admin-
istrative systems to ensure
such separation.  Without
these, inadvertent disclosures

are much more likely.

Does HIPAA provide any pro-
tection? Yes, it does. In general,
the  regulations  prohibit
providers and insurers!? from
using health information with-
out an individual’s permis-
sion.!l  Inadvertent breaches
due to administrative careless-
ness, as in this case, violate this
rule. In order to protect against
breaches, the
HIPAA regulations require that

inadvertent

providers and insurers establish
specific administrative protec-
tions. They must:

= Seek written consent for
most disclosures; 12

= Seek permission before
sharing any information, even a

10The HIPAA regulations apply to health
care clearinghouses, insurers and most
providers. Because most accidental disclo-
sures are linked to insurers and providers, this
paper will refer only to providers and insur-
ers. This does not mean that health care clear-
inghouses are exempt from these regulations.

11§§ 164.508(a) (1), 164.502(a).
12§ 164.508(a), (b).

patients name, with family or
friends;!3
= Implement general poli-
cies and protocols to assure
compliance with the HIPAA
privacy rules;!4
= Implement “appropriate
administrative, technical and
physical safeguards to protect
the privacy of protected infor-
mation” from any intentional or
unintentional use in violation
of the privacy rules;!>
= Within the office, make
reasonable efforts to limit access
only to those employees who
need it and to the information
they need given their duties;'©
m  For routine and recurring
disclosures, establish policies
that limit disclosures to that
reasonably necessary to achieve
the purpose of the disclosure.
For all other requests for disclo-
sure, review them on an indi-
vidual basis for potential
unauthorized disclosures and
establish criteria to review non-
recurring requests;!”
= Provide training to
employees, as necessary and
appropriate given each employ-
e¢’s function, on the entity’s
HIPAA related policies and
procedures; 18 Appoint a priva-
cy official “responsible for the
development and implementa-
tion” of the entity’s HIPAA
policies and procedures.!?
(continued on p. 4)

13 § 164.510. If the minor is not available to
agree to or prohibit use, the organization only
may disclose if, in the exercise of professional
judgment, the organization determines that
such disclosure is in the best interests of the
minor but only may disclose information
directly relevant to the person’s involvement
with the minor’s care. § 164.510(b)(3).

14§ 164.530(0)(1).

135§ 164.530(0) (1), (0)2) (0.
16§164.514(d)

(
(
18§ 164.530(
19§ 164.530(a

(D).
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These regulations specifically
require providers and insurers
to implement office policies
and administrative safeguards
to protect records. Further,
they mandate training for all
staff who deal with records and
releases,
employee to be responsible for

and require one
administering these policies. If
minors may have a right to con-
fidentiality under state law,
providers and insurers must
establish technical and physical
safeguards that are capable of
shielding confidential informa-
tion from parents.

3. Demands to Waive
Confidentiality Rights

Kira goes to her doctors office for
a check-up. The receptionist tells
her to fill out some forms while
she waits. One form requires Kira
to promise to let her parents have
access to all of her health records.
When Kira asks the receptionist
about this document, the recep-
tionist tells Kira that she cannot
see the doctor until she signs.

While less common, some-
times adolescents are told that
they cannot receive needed
services until they waive their
rights to confidentiality.

Does HIPAA provide any pro-
tection? Yes, it does. The regu-
lations specifically state that
organizations cannot obligate

www.youthlaw.org

individuals to give up their
rights to privacy as a condition
for treatment, payment, health
plan enrollment, or eligibility
for benefits.20

4. Provider Communications
to the Home

Darrin asks his provider for an
STD fest.
provider leaves a message on
Darrins ~ family — answering
machine letting him know that
“his test results are in.” Darrin’s
parents begin to ask questions.

Two days later, the

This type of situation is not
uncommon because minors so
often live with their parents.

20 § 164.508(b)(4). However, there are few
exceptions: “A health plan may condition
enrollment in the health plan or eligibility for
benefits on provision of an authorization
requested by the health plan prior to an indi-
vidual’s enrollment in the health plan”. ..if it's
for health plan eligibility, underwriting, or
enrollment decisions. See § 164.508(b)(4)(ii).

Does HIPAA provide any pro-
tection? Yes, some. Such com-
munications do not
automatically violate HIPAA.
While HIPAA usually requires
written consent before disclo-
sure of any information, even in
a phone call, there are excep-
HIPAA specifically
allows the use of medical infor-

tions.

mation without the patient’s
consent for treatment, pay-
ment, and health care opera-
tions.2! If additional incidental
breaches occur in using infor-
mation for these purposes,
HIPAA specifically protects
that disclosure.22 These excep-
tions mean that many commu-
nications-related disclosures do
not automatically
HIPAA rules.?3

violate

21§ 164.502(a) (1) (ii).
22§ 164.502(a) (1) iii).
23 See § 164.502(a) (1) ii).
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However, even if HIPAA does
not absolutely bar every phone
call home without prior con-
sent, the regulations do give
individuals a right to control
how providers communicate
with them.
the right to ask a provider or
insurer to communicate with
them through alternative meth-
ods (for example, mail or cell

Individuals have

phone) or at alternative loca-
tions (for example, a friend’s
house).?*  The regulations
require providers to accept all
reasonable requests of this
nature.2> Further, providers
may not require an explanation
as to the basis for the request.20
While this right appears to
resolve dilemmas like Darrins,
adolescents should be cautious.
Ultimately, they must rely on
their providers to honor and
enforce such requests. While
there may be sanctions avail-
able against a provider who
does not (see infra), adoles-
cents whose highest priority is
hiding their need for medical
service from family and friends
may be justified in relying on
this contract only with caution.

5. Insurance communications

Sixteen-year-old Maya believes
she may be pregnant, but she is
afraid to tell her parents. They
always told her that if she got
pregnant, she would be out on the
street. In Maya’s home state, a
minor can seek pregnancy testing

24§ 164.522(b)(1).

25§ 164.522(b)(1)(i),  164.502(h),
164.522(b)(2)(ii) (While such requests do
not have to be in writing, entities may require
individuals to write their requests. They also
may condition accommodation on informa-
tion as to how payment will be handled; and
specification of an alternative address or
other method of contact.).

26§ 164.522(b) (2) i)




without her parents’ knowledge
or consent. So Maya goes to her
family doctor for a test, using her
parents’ insurance policy to cover
the service. Two weeks later, her
parents receive an Explanation of
Benefits (EOB) form from their
insurance provider notifying
them that Maya received servic-
es. That night, Maya finds her
angry, anxious parents waiting
for her when she gets home from
school.

In addition to at-home con-
tacts as in Darrin’s case, some of
the most common incidental
disclosures of adolescent infor-
mation are linked to insurance
policies in which a parent is the
named insured. Even with a
right to confidentiality, most
minors are still dependents.
Therefore, parents often are
involved in payment issues. 27

Does HIPAA provide any pro-
tection? Not really. Because
most insurance communica-
tions are for the purpose of
payment or health care opera-
tions, insurers do not need the
minor’s written consent prior
to making disclosures. While
some may argue that an EOB
form is a disclosure not directly
tied to payment, breaches inci-
dental to payment-related dis-
closures are allowed as well.
HIPAA does establish certain
boundaries on allowable inci-
dental disclosures. When dis-
closing  information  for
payment or health care opera-
tions, organizations must make

27In some  states, state law specifically
exempts parents from liability for certain
services if the minor consented for her own
care and the parents knew nothing about it.
See, e.g. Cal Fam. Code § 6926(b); see also
Haw. Rev. Stat. § 577A-1

“reasonable efforts” to limit dis-

closures to the “minimum nec-
essary to accomplish the
intended purpose of the disclo-
sure”28 They also must reason-
ably safeguard information to
limit incidental disclosures
pursuant to otherwise permit-
ted uses.2?

However, the regulations do not
define “minimum necessary” or
“reasonably” Thus, disclosures
will depend on how insurers
interpret  the  standards.
Whether an EOB like the one in
Maya’s case goes too far is
unclear. What is clear is that the
regulations do not bar most
payment-related disclosures.

Maya, like Darrin, does have a
right to request alternate com-
munications, but this right may
be less effective to prevent
insurer disclosures. HIPAA
states that insurers only need to
accept a request to provide
information via an alternate
path if the minor “clearly states”
that disclosing the information
involved might “endanger” him
This additional
requirement likely will dissuade

or her.30

28§ 164.502(b)(1).
29§ 164.530(c)(2) ii).
30'§§ 164.522(b) (1) i), 164.502(h).

some minors from attempting
to exercise the right in the first
place. Some teens may find it
difficult to express their fears -
particularly to an unknown
insurer. Many also know that
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HIPAA also grants individuals
the right to request that a
provider or insurer restrict oth-
erwise allowable disclosures.3!
For example, an individual may
ask that an insurer not send
benefit letters home. Should an
entity accept such a request, the
restriction must be honored.32
However, while organizations
must consider such requests,
they do not need to grant
them.33 If providers and insur-
ers are willing to accept
requests, this right could limit
insurance disclosures. Whether
insurance companies will
accept such requests, however,
remains to be seen.

Unfortunately, a state-protected right to confidentiality
has not always translated to real-world confidentiality.

explicitly describing danger
may lead to a child abuse
report. While teens may be
willing to share such informa-
tion with a provider, they will
be less likely to share such per-
sonal information with an
insurer. Inaddition, the regula-
tions do not define “endanger”
Is fear of abuse required? What
if the minor states she would
avoid services if there were a
risk her parents might find out?
Is lack of service enough to
endanger the minor? Further,
the regulations do not define
“Clearly states” Is a statement
that disclosure may endanger
the minor enough, or does the
minor have to give specific
detail? Interpretation of these
terms is left to the insurer’s dis-
cretion, making the efficacy of
this option hard to predict.

Other Relevant HIPAA
Regulations

The regulations include several
additional rules that give indi-
viduals better control over their
privacy, ensure that organiza-
tions comply with the privacy
obligations, and use informa-
tion within allowable parame-
ters. These regulations include
the following:

= First, providers and insurers
must designate a contact per-
son at their agency who will be
responsible for receiving com-
plaints and providing informa-
tion about the organization’s
HIPAA policies;3*

(continued on p. 6)

31§164.522(a)(1
32§§ 164.522(a)(
33§ 164.522(a)(1
34§ 154.530(a

().
)(iii), 164.502(c).
ii).
ii).
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= Second, minors who are
clients have the right to receive
written notice of the organiza-
tion’s privacy practices.3> This
notice must meet several spe-
cific requirements. For exam-
ple, it must include adequate
notice of disclosures the organ-
ization is permitted to make
without seeking the client’s
written consent, the organiza-
tion’s legal duties with respect
to the individual, and the indi-
vidual’s rights. The notice also
must contain information on
how to file complaints, includ-

HHS any time they feel their
privacy has not been
protected.?

Unfortunately, the right to
complain and seek legal remedy
is not a powerful enforcement
tool. Insurers and providers are
left to process their own com-
plaints, and HHS is not
required to act on any of the
complaints it receives.*0 In any
case, a complaint-driven
enforcement mechanism is
effective only if consumers
know they have a right to com-
plain and are willing to make
complaints. Most adolescents
will be unaware of their confi-
dentiality rights under HIPAA
and state law, and unaware of
their right to file complaints.
Thus, while the right to file a
HIPAA complaint is impor-

If minors may have a right to confidentiality under state

law, providers and insurers must establish technical and

physical safequards that are capable of shielding

confidential information from parents.

ing the name or title, and tele-
phone number, of a person to
contact for further information
about the plans privacy poli-
cies, and how to make a com-
plaint.3¢ If the plan has a Web
site, the plan “must prominent-
ly post its notice” on the site;3”

= Finally, teens will have a
right to file a complaint with
both the organization3® and

35§164.520(a).

36§ 164.520(b).

37§ 164.520(c)(3)(i).
38§ 164.530(d)(1).
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tant, it may be most helpful as a
tool to educate organizations
about adolescent confidentiali-
ty concerns rather than a tool of
true enforcement. This is also
true because HIPAA does not
establish a private right of
action. This means minors
cannot use HIPAA to sue an
organization that fails to pro-
tect confidentiality.

39§ 160.306(a).
40 See § 160.306(c).40 See § 160.306(c).

Recommendations

In the end, HIPAA rules and
regulations may help to protect
confidential adolescent health
information. But ultimately,
whether HIPAA will reduce the
risk of disclosure to a level at
which adolescents will feel com-
fortable seeking confidential
care will depend on how organ-
izations interpret and imple-
ment many of the regulations.

For this reason, perhaps the
biggest contribution HIPAA
makes is its reminder to organ-
izations that adolescents are a
group with distinct rights
which must be respected.
HIPAA makes clear that when
adolescents have a right to give
consent for their own care,
organizations must honor their
right to be treated as individu-
als. Once providers and insur-
ers begin to think about teens
and their privacy rights and
needs as HIPAA requires them
to do, they may be more willing
to adapt their policies to better
suit the particular needs of ado-
lescents.

Meanwhile, adolescent health
advocates can foster this aware-
ness by educating organizations
about adolescent confidentiali-
ty and adolescent HIPAA
rights. They can:

= Provide organizations with
information on their state’s
minor consent and confiden-
tiality laws, to ensure the organ-
izations understand when a
minor does have a right to con-
fidentiality;

= Educate the privacy officials
at each organization about teen
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confidentiality concerns and
barriers to care;

= Encourage teens to ask for
their provider’s and insurer’s
notices of privacy practices;

= Encourage teens to request
alternate communications;

= Encourage teens to request
a restricted use of information.
While organizations do not
have to accept these requests,
once organizations understand
how something like the threat
of a phone call may prevent a
teen from seeking care, they
may be willing to accept more
of them;

= Inform teens about their
right to file complaints with
organizations and encourage
them to do so when necessary.
While complaints may not
result in sanctions or recom-
pense, the complaints will be a
valuable education tool for the
organizations.

HIPAA should be considered
an opportunity for advocates,
minors and organizations to
work together to improve teen
health care.

Rebecca Gudeman is a staff
attorney with the National Cen-
ter for Youth Law, specializing in
adolescent health issues.

Thanks to Janet Shalwitz, M.D.,
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Working Group, and many oth-
ers, for reviewing this article.




